
SECURITY FOR 
MOBILE DEVICES
No matter which platform you’re on, the security of your mobile device is 
crucial. Smart devices store emails, messages, family photos, and personal 
information. We also download apps, enabling us to shop online, manage 
finances and post to social media.

Protect mobile devices with the same defenses used to protect your computer.

1.	 Antivirus 
Install a reputable antivirus application 
for your smart device. 

2.	 Lock Your Screen 
Use a numerical/alphabetical pin, 
fingerprint or facial recognition settings 
to unlock your screen and enable 
automatic lockout based on inactivity. 

3.	 Updates 
Keep your operating system and 
applications updated to ensure the most 
recent security patches are installed.

4.	 App Downloads 
Only install apps from your device’s 
official store or platform. Read reviews, 
note number of downloads, and check 
out authenticity of the developer.  

5.	 Permissions  
Do not grant applications permissions 
they do not need. For example, does a 
mobile banking app really need access 
to your photo gallery? 

6.	 Storage 
Some mobile devices have secure 
folders to store sensitive applications 
and data. Consider using this feature or 
encrypt the entire device.
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